
Week 4 

# - Keywords & Definitions 

Week 2 - Key Content 

The Copyright, Designs and Patents Act 1988, is the 

current UK copyright law. It gives the creators of lit-

erary, dramatic, musical and artistic works the right 

to control the ways in which their material may be 

used.  

In many cases, the creator will also have the right to 

be identified as the author and to object to distor-

tions of his work.  

Week 1 - Need to know 

Privacy and security settings exist for a reason: Learn about and use the privacy and 

security settings on social networks. They are there to help you control who sees what 

you post and manage your online experience in a positive way. 

Once posted, always posted: What you post online stays online. Think twice before 

posting pictures you wouldn’t want your parents or future employers to see.  

Keep personal info personal: Be cautious about how much personal information you 

provide on social networking sites. The more information you post, the easier it may be 

for a hacker or someone else to use that information to steal your identity, access your 

data or commit other crimes such as stalking. 

Week 3 –Cyber bul-

lying  

Types of Cyber bullying:  

Harassment: Using text 

messaging, instant mes-

saging and email to harass, 

threaten or embarrass the 

target.  

Impersonating someone: 

Developing a screen name 

that is similar to the victim’s 

screen name and then 

posting rude or hurtful re-

marks while pretending to 

be the victim.  

Creating Websites: 

Spreading rumours, lies or 

gossip about the victim 

online through websites or 

blogs.  

Week 5 -  online safety 

Sexting is the sending or receiving of 

sexually suggestive images. Sexts tra-

ditionally involve the sending or receiv-

ing of nude or semi-nude images via 

cell phones to romantic partners or in-

terests.  Typically, sexting takes place 

in private and is therefore difficult to 

prevent, but the spread of sexts and 

the bullying that ensues occurs within 

schools and other organisations . 

Week 6 -  top tips 

1. Only write general information about yourself  

2. Only upload pictures that you would e happy with the whole 

world seeing  

3. Only accept people you know in person  

4. Make sure your privacy settings are set properly  

5. Use a strong password  

Computer Science -  E-safety– Year 8 

Week 2- Key Content 

The Data Protection Act 1998 (DPA 1998) is an act of the United Kingdom 

(UK) Parliament defining the ways in which information about living people 

may be legally used and handled.  

The Computer Misuse Act is a UK law that makes it illegal for anyone to gain 

unauthorised access to a computer system or to modify files without consent. 

The Act introduced three criminal offences: 

Unauthorised access to computer material. Unauthorised access with intent to 

commit or facilitate commission of further offences. Unauthorised modification 

of computer material. 



Knowledge Organiser: Homework Questions   

Week 1 Week 2 Week 3 

1) what is meant by personal data? 

2) how can you report a comment on social 

media? 

3) what does blocking a user allow?  

4) what is the difference between a private 

and a non private social media account? 

5) your friend planning on meeting up with 

someone she met online what advice would 

you give?  

1)What is the data protection act? 

2) when buying software what does copyright 

forbid you to do?  

3) What steps do companies take for software 

piracy? 

4) What are the 3 main offences of computer 

misuse act? 

5) how ca you prevent email chat room 

abuse?  

1) if you were being cyber bullied what would 

you need to do? 

2)List examples of cyber bullying  

3)What do you do if you or someone you 

know is being cyber bullied?  

4)What websites can help you with advice?  

5)How would you inform parents of how to 

stay safe online?  

Week 4 Week 5 Week 6 

1)what is meant by impersonating someone?  

2) What is meant by harassment?  

3) what does the Ceop website do? 

4) Define online grooming provide a sensible 

example. 

5) What is the difference between cyber talk-

ing and cyber bullying?  

1) What is sexting?  

2) if your friend was a victim of sexting what 

advice would you give?  

3) How can you prevent sexting in schools? 

4) What is meant by a zero-tolerance policy 

for distributing sexting images ? 

5)  what harm can be caused when sexting?  

1) if you were giving advice to a younger sib-

ling about using social media what would you 

suggest?  

2) provide an example of a strong password 

3) Why are security questions used?  

4) what other methods of security do bank 

sites use to verify a user?  

5) Why is e-safety so important to learn in 

schools?  


