
Week 2 - Keywords & Definitions 

Week  - 5 Computer misuse 

Copying and distributing copyrighted 

software, music and film. This includes 

copying music and movies with com-

puter equipment and distributing it on 

the internet without the copyright 

holder's permission. This is a wide-

spread misuse of both computers and 

the internet that breaks copyright reg-

ulations. 

Internet services such as chat rooms 

and email have been the subject of 

many well-publicised cases of imper-

sonation and deception where people 

who are online pretend to have a 

different identity. Rumours have been 

spread  about well known personali-

ties.  

Week 1 - Need to know 

Types of Cyber bullying:  

Harassment: Using text messaging, instant messaging and email to harass, threaten or 

embarrass the target. Impersonating someone: Developing a screen name that is similar 

to the victim’s screen name and then posting rude or hurtful remarks while pretending 

to be the victim. Creating Websites: Spreading rumours, lies or gossip about the victim 

online through websites or blogs.  

Week 3 –Cyberbullying 

Prevent Cyberbullying:  

Talk: Ask questions to 

learn what is happening, 

how it started, and who is 

involved.  

Report: Most social media 

platforms and schools have 

clear policies and reporting 

processes. If a classmate is 

cyberbullying, report it the 

school.  

Support: Peers, mentors, 

and trusted adults can 

sometimes intervene pub-

licly to positively influence 

a situation where negative 

or hurtful content posts 

about a child.  

Week 4  - Legislation 

The 1998 Data Protection Act was passed by 

Parliament to control the way information is 

handled and to give legal rights to people 

who have information stored about them.  

Copyright laws apply to material on computer 

as well as printed work. This means that you 

must credit any work that you download or 

copy from other sources. Even then, you may 

still have broken the law. It is illegal to copy 

entire books without a licence!  

Week 6 -  Key Skills 

 Set secure passwords for any sites 

 Make sure you are not sharing personal 

details  

 Inform parents or teachers about any 

incidents  

 Stay away from using any negative lan-

guage  

Computer Science -  E-safety– Year 7 

Week 3 - Malware 

Three Main Types of Malware:  

Virus–  A virus spread from one com-

puter to another through programs. It 

can work by slowing your computer 

down or in severe cases you could 

lose all your programs and docu-

ments. Trojan- A Trojan horse will 

actually pretend to be a useful and 

safe program but it actually will try 

and attack your device. Worms-  Du-

plicate and spread. However, they 

can do this hundred and thousands of 

times and infect other computers in 

minutes through email attachments. 

Phishing- Trying to trick someone in-

to handing over sensitive information 

through the use of emails.  



Knowledge Organiser: Homework Questions  

Week 1 Week 2 Week 3 

1) What is personal information? 

2)List examples of cyber bullying  

3)What do you do if you or someone you 

know is being cyber bullied?  

4)What websites can help you with advice?  

5)How would you inform parents of how to 

stay safe online?  

1) Define hacking  

2) What is a computer virus? 

3)List 4 symptoms of a computer virus?  

4)Define phishing  

5)What is Malware?  

1) what is notice, support and report?  

2) Provide ways to prevent hacking  

3) How can you secure social media profiles ? 

4) What is the legal age for most social media 

profiles?  

5) What prevention methods are there for 

malware?  

 

Week 4 Week 5 Week 6 

1)Impersonating someone can be breaking 

which law?  

2) what are the 8 principles of Data protec-

tion act?  

3) What is the computer misuse act?  

4) Who is the data controller ? 

5) What is the role of the information com-

missioner? 

1) What is a data subject? 

2) when buying software what does copyright 

forbid you to do?  

3) What steps do companies take for software 

piracy? 

4) What are the 3 main offences of computer 

misuse act? 

5) how ca you prevent email chat room 

abuse?  

1) Provide an example of a good security 

question?  

2) How does artificial intelligence help Insta-

gram with negative language?  

3) What is a security question and why is it 

used?  

4) What is email spam?  

5) What is a strong password, provide an ex-

ample 

 


